UNITED STATES DISTRICT COURT
DISTRICT OF MASSACHUSETTS

UNITED STATES OF AMERICA

CRIMINAL NO.: 92-10369-2

THOMAS A. SHAY and
ALFRED W. TRENKLER
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AFFIDAVIT OF SCOTT P. LOPEZ IN OPPOSITION TO
GOVERNMENT'S MOTION IN LIMINE TO ADMIT
EVIDENCE OF 1986 BOMBING

Now comes Scott P. Lopez on my oath, and do hereby depose and
say the following:

1. I am a duly licensed attorney in the Commonwealth of
Massachusetts, and a member of the Bar of the United States
District Court for the District of Massachusetts.

2. I am alsc an associate in firm of Segal & Feinberg,
located at 210 Commercial Street, Boston, MA 02109.

3. Terry Philip Segal, Esqg. and I represent the defendant,
Alfred W. Trenkler, in this case.

4, On or about June 10, 1993, the government submitted a
memorandum of law in support of its motion in limine to admit
evidence of the so-called "1986 Bombing".

5. Within said memorandum, the government alleges that it is
prepared to prove at trial:

That a computer-based analysis of over 14,000 bombings

and attempted bombings occurring nationwide over a

l12-year period (1979-1991) indicates that when certain

features are '"queried" or compared -- namely (1) bombings

and attempted bombings, (2) remote control, (3) toggle

switch, (4) cars and trucks, (5) affixed by circular
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magnet to undercarriage, (6) duct tape and (7) soldering

wires -- only two explosive devices from the entire

12-year nationwide computer database appear: the 1986

device and the 1991 device. See Memorandum of Law In

Support of Government's Motion In Limine To Admit

Evidence of 1986 Bombing, pg. 2 (hereinafter

"Government's Memorandum") (Emphasis added).

6. The government further alleges that it is prepared "to
adduce testimony at trial from a representative of ATF's Explosives
Incidents Systems (hereinafter "EXIS") Branch as to the nature of
the "detailed forensic information" stored in the EXIS system
and the manner and means of retrieval of such information for
intelligence and investigative purposes." See Government's
Memorandum pg. 9, (Emphasis added).

7. Finally, the government alleges that when the EXIS
database was "... 'queried', that is, programmed to search for and
identify all devices with features determined to be common to both
the 1986 and 1991 bombings ... only two devices resulted...." Id.
at pg. 9. The government alleges that its "... explosives expert
will testify that the presence, in each device, of this combination
of features, coupled with the similar modus operandi, amply
demonstrates the "signature" quality of the devices." Id. at 10.

8. Thus, apparently the government intends to have its
explosives expert rely upon the computer system's analysis in part
to establish a signature in this case. This approach is both novel
and unprecedented because implicit in the government's offer of
proof is the admission that it will not rely upon a forensic or

scientific comparison of the two subject devices to establish a

signature. Rather, the government asks this Court to permit its



expert to rely upon the '"certain features" "determined to be
common" by someone which are contained within the EXIS computer to
show that these two devices are "so idiosyncratic as to constitute

a signature." See Ingraham v. United States, 832 F.2d 229, 233

(1st Cir. 1987). Presumably the government's explosives expert can
not testify on the signature issue without the EXIS system's
assistance.

9. Given the foundational importance of the EXIS system for
the government's expert's opinion on this issue it is necessary to
scrutinize the purpose and capabilities of the system, the nature
or type of information stored on the system, and the manner in
which information is stored in, and retrieved from, the system to
conclude what, if any, value this system has in establishing a
"signature" before the government should be permitted to have its
expert rely upon this system to render an opinion on signature.

10. A common sense analysis of the government's contention
indicates that the purpose and capabilities of the system do not
support the government's contention. Moreover, the nature or type
of information stored in the system is not "detailed forensic
information" as alleged, but rather non-specific, generic and non-
forensic information. Furthermore, the manner in which information
is placed into the system is not complete, reliable, or accurate.
Additionally, the manner in which the information is retrieved from
the system is wholly dependent upon the information that is
contained in the system. As a result, the value of this computer

system to establish a signature is minimal at best. Permitting an



expert to rely upon this system as a basis for his or her opinion
would only compound the difficulty with the government's approach.

11. Presumably the government will offer Stephen B. Scheid,
Research Specialist at the Bureau of Alcohol, Tobacco and Firearms,
to explain the nature of the EXIS System and who, according to
materials provided by the government during discovery, apparently
conducted the database search which is the basis for the
government's approach. See Facsimile from Stephen B. Scheid dated
12/14/92 attached hereto as Exhibit A.

A. Purpose and Capabilities of the System.

12. It is a matter of common knowledge that any database
computer program is only as reliable as the information that is
contained in the system and the capabilities of the system. Given
the materials provided by the government during discovery, it
appears that the EXIS system's purpose and capabilities are not
consistent with the government's purported use of the system in
this case. The EXIS system, which is described by Mr. Scheid as
a "database of explosives incidents" is inherently limited by the
quality and amount of information that is placed in the system's
‘memory.

13. 1In an article written by Mr. Scheid in the October, 1991,
issue of The Police Chief magazine produced by the government
during discovery, Mr. Scheid comments on the inherent limitation of
the EXIS system. See Article entitled "Explosives Incidents
System: A Computer Approach To Explosives Incidents" which is a

part of Exhibit A above. Mr. Scheid states that the EXIS database



only contains information on "explosive incidents ... that are
investigated by or reported to ATF." Mr. Scheid also states that
"many federal, state and local bomb squads contribute information",
but he does not state that all federal, state and local bombs
squads contribute information or that these agencies are required
by law to contribute information. Thus, it is logical to conclude
that all explosive incidents that are not "investigated by or
reported to ATF" are not part of the EXIS database.

14. Moreover, contrary to the government's allegation that
the EXIS system provides "signature" or identity evidence, Mr.
Scheid, in the same article referred to above, states "These
analyses provide investigators with 1leads relative to trends,
patterns, bomb components and modus operandi." Notably, Mr. Scheid
does not state, as the government has alleged, that the system
contains "detailed forensic information'". Thus, the purpose of the
system is not to provide investigators with detailed forensic
information, but rather, to provide investigators with leads for
further investigation. Moreover, since explosives incidents
investigated by local authorities and other federal agencies are
not required to be reported to ATF, only if ATF investigates an
incident or if an agency other than ATF reports the incident to ATF

would information be placed into the EXIS system.



B. The Nature Or Type Of Information Stored On The System.

15. In addition, a careful examination of the information on
the computer printouts from the EXIS system amply demonstrates that
the nature or type of information is not "detailed forensic
information". In fact, not one feature identified by the
government is detailed or specific enough to provide any assistance
in determining signature. For example, the category of "remote
control" provides no detail as to the specific type of remote
control component utilized (i.e., improvised v. manufactured;
functional or non-functional or even the frequency used).
Similarly, the category "toggle switch" does not identify the
specific toggle switch used (i.e., model numbers, double throw v.
single throw, toggle switch v. microswitch) or the manner in which
it was used (firing system v. non-firing system). Clearly, the
category of "duct tape" is not specific by any means and the
category of "soldering wires" makes absolutely no distinction
regarding whether the components as manufactured contained solder
or whether the maker of the bomb utilized solder to build the
device. Finally, the other three categories; namely "bombings and
attempted bombings", "cars and trucks", and "circular magnet to
undercarriage" are so hopelessly generic as to provide no
assistance at all with respect to making a forensic comparison of

one device to another.



C. Adding and Retrieving Information From EXIS System.

16. Implicit in the government's reliance upon this computer
system as the basis for its expert's opinion is the assumption that
the manner in which information is placed into system is reliable,
accurate and complete. However, based on the information provided
it does not appear that this is the case.

17. For example, the first assumption this Court must make is
that federal, state and local agencies report explosives incidents
to ATF even when ATF is not involved in investigation. As
indicated above, this assumption is not necessarily valid.

18. The second assumption this Court must make about the
information that is placed in the computer is that the individuals
reporting incidents to ATF on the forms provided have both the
knowledge and experience to accurately report the information in
the proper category on the ATF forms. Obviously, local departments
do not have officers who possess the background and qualifications
of ATF agents and FBI agents with respect to explosives incidents.

19. In addition, as the forms provided by the government
during discovery indicate, the ATF forms for reporting incidents
are not detailed, and require a thorough knowledge of the EXIS
Computer Codes, and their significance, to assure accuracy.

20. Moreover, there does not appear to be a uniform form
which all agencies utilize to report explosives incidents as
indicated by the three different forms provided by the government
during discovery. Compare ATF Worksheet Form, FBI Incident Report

Form, and ATF Incident Report Form attached hereto as Exhibit B.



21. Notwithstanding the above issues, of even greater
significance is the time at which information is placed onto the
computer system. For example, the government presumably would like
to have this Court believe that when the computer search of the
EXIS system was conducted in this case, the 1986 incident was
identified as a match. A condition precedent for this factual
conclusion would be that the 1986 was already on the EXIS database.
However, a careful examination of the documents provided in this
case would seem to indicate otherwise.

22. As a starting point, reference is again made to the
article written by Mr. Scheid above. 1In this article Mr. Scheid
explains how information is added to the EXIS system and retrieved
from the system. He states:

Information entered into EXIS, both general and specific,

is gleaned from investigative and forensic examination

reports. The same input format is used for all incidents

e Entries are updated as new information is

developed. ***

The computer system is designed to search and compare for

device similarities as well as device placement on the

target. *%k The EXIS system can be gqueried in any
combination of fields, and different fields can be
queried at one time.

23. Mr. Scheid also provides an example of a typical search
in this article. Using the example of an electrically initiated
pipe bomb placed under the seat of a vehicle, he explains that the
computer would be asked to search for four fields: "electrically

initiated pipe bombs", "pipe bombs", "placement under the seat of

a vehicle" and "vehicles".



24. The obvious mathematical fallibility of this system is
that the greater number of "fields" the computer operator combines
in his or her search determines the number of "matches" that will
occur. For example, if one was to only search for the field
"electrically initiated pipe bombs" ALL pipe bombs fitting this
description would be retrieved. However, by combining the field of
"placement under the seat of a vehicle", with "electrically
initiated pipe bombs" ALL electrically initiated pipe bombs which
were either not placed under the seat of a vehicle or not reported
as being placed under the seat of vehicle are eliminated and
therefore the number of matches is reduced.

25. The significance of this mathematical truth is that the
number of fields queried can predetermine the number of matches
retrieved. Thus, if one wanted to reduce the number of matches all
one would have to do is increase the number of fields.

26. Applying this mathematical certainty to the case at hand
it is obvious that by increasing the number of fields to include
"bombings and attempted bombings", "remote control", "toggle
switch", etc., the number of possible matches is reduced until only
one match occurs. For this reason, the time at which the
information is placed into the computer is a very important
consideration in determining the accuracy and reliability of the
system.

27. In this case, it appears that the 1986 incident was added
to the EXIS database after the 1991 Roslindale incident.

Specifically, a careful review of the June 1, 1993 computer



1 jndicates that each

printout of nine (9) remote control devices
device listed is assigned a six-digit number by the computer in the
first column of the printout. See June 1, 1993 Computer Printout
attached hereto as Exhibit C. For example, the first incident -
Coral Gables, Florida - was assigned the number "027724".
Moreover, each date of incident is listed on the printout. Upon
information and belief, the six digit number appears to be a
chronological number assigned by the computer at the time an
incident is placed onto the computer. The only exception to this
belief is the incident dated 6/12/87 in Horridge, IL. From the
chronological numbers assigned to the 1986 and 1991 devices, it

appears that the 1986 incident was added to the computer after the

1991 incident as more clearly indicated below.

Chronological Number Date of Incident
006491 6/12/87°
012278 3/25/80
018147 10/15/85
021148 5/6/87
023191 3/10/89
027724 8/17/90
028949 2/18/91
031634 10/28/91(Roslindale incident)
033236 9/1/86 (Quincy incident)

1Tt should be noted that the government has provided computer
printouts of only nine (9) explosives incidents even though the
1991 Explosives Incidents Report published by ATF identifies 125
radio remote controlled explosives incidents for the 5-year period
from 1987 through 1991. See Table XI. Other Explosives Incidents,
1897-91, p. 22 attached hereto as Exhibit D. Moreover, the
computer printout provided by the government during discovery
identifies 147 remote control bombings for the period from January

1, 1979 to December 31, 1991. See Computer Printout attached
hereto as Exhibit E.

2Unlike the other eight numbers which appear to be 1in
numerical order, this incident in 1987 apparently was given a
number by the computer which is out of order.
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If in fact the 1986 incident was added to the computer after the
Roslindale incident, the computer system could have Dbeen
manipulated to make the 1991 device and the 1986 device appear to
be similar.

28. In all 1likelihood it was not until Alfred Trenkler's
beeper number was found on the person of Thomas A. Shay, Jr. that
Trenkler became a suspect. Once Trenkler became a suspect, ATF
agents or Boston Homicide officérs learned of the 1986 incident.
After the agents and officers learned of the 1986 incident the 1986
incident was added to the EXIS database. To date there is no
evidence to suggest that the 1986 incident was either reported to,
or investigated by ATF. Thus, the 1986 incident would not have
been added to the EXIS system at any earlier point in time.

29. This time line is very significant because, assuming the
1986 incident was placed onto the EXIS system after the 1991
incident, so long as the 1986 incident was described in terms
similar to the 1991 incident a match would result. Additionally,
so long as enough fields were combined to exclude all other
explosives incidents, the only devices that would appear similar by
a computer search would be the 1986 and 1991 incident. Thus, once
the 1986 device and 1991 device were described in similar terms, it
would appear that out of 14,000 bombings and attempted bombings
only two (2) matched. Now the government desires to premise its
expert's opinion on this so-called "signature" evidence. However,
common sense would seem to indicate that this "evidence" should be

closely scrutinized.
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30. It also appears from the documents provided that changing
and updating specific inaccurate information has 1little or no
effect on the match at issue. For example, the gquery search done
on or about December, 14, 1992, indicates that toggle switch in the
1986 incident was listed as a Radio Shack toggle switch. The
specific information on the December printout was "SW (Switch),
RASH (Radio Shack), Toggle, Double Throw." See EXIS Codes for
abbreviations. However, the June 1, 1993 printout for the 1986
incident has the toggle switch listed as "SW, UNKN (Unknown),
Toggle, Double Throw". Thus, even though the December information
regarding the 1986 incident was inaccurate and had to be updated,
it did not affect the search results. This is true despite the
fact that the 1991 incident is listed in both search printouts as
"SW, RASH, Toggle, Archer SPST ("SPST" is an abbreviation for
Single Pole, Single Throw switch). This inaccuracy and its lack of
effect on the search demonstrates that: 1) inaccurate information
does not necessarily affect the computer's results; and 2)
differences in the more specific information about the components
such as the manufacturer (Radio Shack) and the type of toggle
switch (single throw v. double throw) also does not affect the
outcomne.

31. In fact, what is reasonable to conclude from this
database is that so long as enough similar fields are placed onto
the database when describing an explosives incident a computer
operator can be assured of making two devices match when these

fields are combined in a search. Moreover, despite all the other
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dissimilarities between the two devices, so 1long as these
dissimilarities are not "queried" or searched, they will have no
affect on the search. This is true even though the 1991 device is
listed as a "professional Jjob" and the 1986 has no similar
appellation.

32. Thus, even though of the nine (9) devices listed in the

June 1, 1993 EXIS computer printout:

1. 9 of 9 devices had magnets;

2. 9 of 9 were affixed under vehicles;

3. 8 of 9 were placed by a person;

4, 7 of 9 were remote control;

5. 7 of 9 1list wire (although none can be constructed

without wire);

6. 5 of 9 used Futaba Remote Control (not 1986 incident)
7. 4 of 9 used glue (not 1986 incident);

8. 4 of 9 used wood (not 1986 incident);

9. 4 of 9 used blasting caps (not 1986 incident); and

10. 3 of 9 used box enclosures (not 1986 incident);
because only "certain features" "determined to be common" were
"queried", the desired match resulted.

33. In sum, a common sense analysis of the government's
coﬁtention indicates that the purpose and capabilities of the
system do not support its argument. The computer's intended
purpose is to establish leads for further investigation. It is not
intended or designed to be relied upon to establish a signature.
Moreover, the nature or type of information stored in the system is
not "detailed forensic information" as alleged, but rather non-
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specific, generic and non-forensic information. Furthermore, the
manner in which information is placed into the system is not
complete, reliable, or accurate and can be easily manipulated.
Additionally, the manner in which the information is retrieved from
the system is wholly dependent upon the information that is placed
into and contained within the system. As a result, the value of
this computer system to establish a signature is minimal at best.
Thus, permitting an expert to rely upon this system as a basis for
his or her opinion would not only compound the inadequacies of this

system, but also would establish a dangerous precedent.

SIGNED UNDER THE PAINS AND PENALTIES OF PERJURY THIS 19TH DAY

OF JULY, 1993.

Scott P. Loﬁbe(z\i
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EXPLOSIVES INCIDENTS SYSTEM:
A COMPUTER APPROACH TO
EXPLOSIVES INCIDENTS

By Stephen B. Schetd
Research Specialist,

Bureau of Alcohol, Tobacco
and Firearms

The current trends in bombings
indicate a total disregard for the lives

apprebending those who perpetrate
viclence through the crimainal misuse of
explosives. This has beea and will
remain a sumber one priority for ATF.

ATF strives 10 increase the
investigator's ability to mvestigase
dents as quickly as possidle in order o
remove (e threat 1o society. Toward
this ead, ATF committed its resources
and estadblished programs 10 enbance
and expand the capabilities of fleld
agents as well as other federal, state and
Jocal law enforcement officers.

mainframe computer ia Washington,
was implemented ia 1975 to store
information on explosives incidents
aationwide that are investigated by or
reported 0 ATF. With many federal,
state and local bombd squads contribat-
ing information, the result is a very
comprebensive data base of explosives
incideats.

Currently, 39,000 incidests are
stored in EXTS, of which 18,000 are
bombiags. Other types of incidents are
stolen and recovered explosives. boax
devices, accidental explosions, threats
0 Treasury facilities s0d ATF arson
investigations.

-~

Information entered inw EXIS,
both general and specific, is gleaned
from ivestigative and forensic exami-
nation repocts. The same inpwt format
is used for all incidents, enabling ATF
to compere expiosives wsed in bomb-
ings to explosives thefis and recoveries.
Eatrics are updated as new informa-
tion is developed. The information is
regularly made svailable 10 tbe explo-
sives ordnance commuaity, and is
provided 10 the FBI and  Secret Service
on a daily basis.

The tucieas of the EXIS data base is |

built around warget and device compo-
nent mformation. The computer sysiem
is designed to search and coxmpare for
device similarities s well as device
placenent on the arget. An example
would be an electrically initiated pipe
bomb placed ender the seat of 2
vehicle. Here, the computer would de
asked to search for four flelds: *‘elec-
trically initiated pipe bombs."™ *‘pipe
bombs,’* *‘placement voder the seat of
2 vehicle™ and “‘vehicles.” The EXIS
system can be queried in any combins-
tioa of flelds, and different fields can de
queried at one time.

These queries are extremely impor-
tant to investigators, especially today
when criminals can xavel srovad the
comxy quickly and use explosives to
further their illicit activities. Data

. stored in EXIS can be queried and

retrieved for analysis within bours of 2
bombing or other cxplosives incident.

,,/

Reprioted with permission from The Police Chief magazine (IACP) Ocsober 1991,

with Jeads relative 1o trends, pattemns,
bomb components and modus operandi.
With this type of information available,
investigators can run down existing
leads and develop new ones in bours.
Before EXIS. the same wark would
Bave required weeks or moqths.

Information derived from these
analyses is also used ©© develop
probable cawe for investigators of
expilosives-related violence. The
system bas data on explosives and
devices ysed dy terrorists, outlaw
motorcycle gangs, organized crime
figures. strect gangs, juveniles, drup
suspects and other crime groups active
throughoot the United States. In
addition, EXTS has deen used 10 provide
intelligence in support of security for
significant events suck as the Olympics,
world fairs, the Goodwill Games and
political coaventions.

EXIS provides ATF with s success-
ful investigative and managerial tool.
The analyses it generates bave produced
results tat are both exciting and
gratifying. Its capabilities continue w0
evolve, providing investigators with
state-of-the-an techinology that en-
bances thieir enforcement endeavors.
Mocre importantly, EX1S continues to
promoie an KCtive exchange of informa-
tion within the law enforcement and
intelligence communities—q stroog
indicator of the determination and
commitment that exists o stem crimi.
nal vicleace associated with explosives.

TOTRL P.OS
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<< ST T ’ - - : EXHIBIT
DEPARTMENT OF THE TREASURY - BUREAU OF ALCOHOL.TOIACCO B
EXPLOSIVES INCIDENT WORKSHEET e
CARD 1
{1-13) UNIQUE IDENTIFIER (14-18) DATE OF INCIDENT ‘mPE OF INC
121-39) VICTIMS NAME
140-53) CITY (54-58) STATE 156-57} sgecmc FACILIT

158.53) SPECIFIC LOCATION 160 DELIVERY |(61) WARNING [162) MOTIVE (83-64) NUMBER {E5-661 NUMIER INJURE

METHOD INTENT KILLED
] 3 i ﬂ‘ -F ‘ {': ‘.;‘ { | L
167.73. AMOUNT OF DAMAGE (74.76) TINE OF (77) EVADENCE 11751 PHOTDS {779 JUF
occunasm.s ANALYZZD TAKEN DIZTIO

A e . . s LTa

RS B i
S BT R -t T es L
A ] . K3

| | =~

1131 UNIQUE IDENTIFIER N TAIENTRY] (15-161 MISC. 117-20) MANUFACTURE
113) UNIQUE 19 METHOD | IDENT.CODE ki)
pe Y - N
4 - - N o &
. 1 B ‘m e
1240 MlaC: LLANEOUS 12 FORMATION
' R1O |wl~]|b =
- — > 3
Y o N R T s B R o '
41 46) QUANTITY 37481 LENGTH 14950  WIOTH | 15153! DIAMETER :
15653 LEG WIRE  |159-601 COLOR |(61.76) DATE SHIFT CODE/LOT NUMBER
LENGTH
f 2 N
-h
X2 !
177) BOME PROF ILE (78) LAB/TECH CODE
coot

Sl W et £ €S0

ATF F 3270.10 110-76)




ﬁetum To:
FB! Bomb Data Center

“-*"5 o]
&ta#v»
t Egp R

"-"&""’5‘* "*‘- iwzﬁ—gat«ia o

- T

Forensic Science Research and Training Center, Building 12

FBI Academy Quantico. Virginia 22135

RE:

The folipwing information 15 submitted in connection with (check applicable item}).

) Actual of attempted explosive bombing fcomplete all items) -
[ Actual or attempted incendiary bombing (complete 3l items)

) Hoax device (complete items A, B.C.LK LM N O P&S)

T3 Recovery of device (complete items A thry F and O thru S)

A Occurrence (complete each blank)

1. Date 2. Day of week 3.

4 Locavor. 2. Oftice of Ungin

]
CLAR

. City of occurrence

State of occurrence

2
b
¢. County of occurrence
d
¢

NCIC sgency igentifier

=21

il

T {check one)

3. (3 12.01 am t0 6:00 am
b. T 6:01 amto noon

¢ 12.01 pm to 6:00 pm
d. 22 5:0] pm to midnight

B. Nature of Incident /check one)

1. Actuait bombing 2. T Attempted bombing 3. 7 Hoax device 4. (7 Retovery of davice
C. Nature of Device
1 = &rplosive (number) 2.3 Incendisry {number) 3.0 Heax (number)
2 T3 Improvised 3. T30 Molotov cockta
b T US Military Ordnance 1. T3 Self-igniting
1. T Grenade 2. C0 Wick
2. T Projectite b 3 U.S. Military
3. Traming simulato: 1. 3 Grenade
&4 7 Other (spetuly) 2. T3 Projectile
¢. ——J Forsign Military ¢. T3 Foregn Military
¢. == Unknown d. T3 Other(specify) ___
e. T Unknown
D. Fuzing
1. Exprosive ¢. T3 Functioning 2. Incendiaty
a. 23 Tyoe 1. T3 impact 3 T Delay
} T3 Elettrica! 2. T Ciockmechanical delay b. T3 impact
2. T Nonsiectrical 3. T Burming gelay ¢. &3 Booby trapped
3. T Unkrowa 4. T3 Chemical delay ¢. T3 Unknown
b T Initiation (tnggenng) § T3 Eiectncal/electronic delay
1 T30 Deisy 6. T3 Pressure/pressure release
2. ©5 Booby trapped/action 7. T3 Puil/pysh
3. T3 Command-remote control 8 T3 Unknown

4 3 Unknown




-~

- £ Filler {Indicate tyoe of explosive and check numbered item onty if xnown)

1. Explosive
3. T Low explosive . =
1. T3 Black powder -
2. T3 Smokeless powder 3
3. T30 Match heads - - a0
8. T3 Pyrotecharcs/ireworks 8 .
5. 3 Other (specify) : - = o
=
]
{mm]

2. Incendiary
a. [J Gasohine
b. = Pyrotechnics/fireworks
¢. 3 Propane. butane. etc.
d T Other flammable soltd
¢. 7 Other tiammable liquic
¢ T3 Unknown

. External Container §. Placement of Device

) Pipe/Metal tube
Nonmetal tube 1. D insecured area -
Bottle 2. T3 In public sccess area

(compiete for structures omitting resigential property)
. 2. 3 Placed

H. Delivery of Device
1. £ Mailed/shipped

3. ] Thrown or projected
4. T2 Unknown

Bax Specify location
Bag

Can

Military device

Unknown

Noae R

1
2
3
4
L1
6
7
8
9
1 Other (specify)

noooonooo

<

1. Damage

1. &3 Personatiniury (total number of persons)
2. 7 firemen
b. T3 intendad vichims
¢. T innocent bystanders

2. ) Deaths (total number of persons)
3. . firemen
b 3 intended victims
¢ [ innocent bystanders

3. 3 Amoust of property damaged $
3. T3 tointended target $
b. T to sutrounding ares $

- distribute total to items below:

. gistnbute total to items below:

. distribute total to items below:

d. T police
e. O3 subjects
f. T30 otners (specify)

d. =3 police
e. T3 subjects
{. T3 others (specify)

111

J. Nature of Target (check apphcabie item)

RESIDENCE COVERNMENT PROPERTY
1. T3 Apartment house 13. T3 Fegeral
2. ) Private residence 14. T State
3. T Other private property 15 T Lecal
COMMERCIAL OPERATION COMMUNICATION FACILITY
4. T2 Bank 16. I Radio
§ 7] Hote! or motel 1.0
§ T3 mdustnal building 18 0 Telephone
7. ) Otice building 19 T3 Other
8 [JTheater TRANSPORTATION FACILITY
9. ] Othet commercial building 20. 30 Asrpont
VEHICLE - 21. ) Bndge
10. 3 Aucraft 22. T Highway
11. T Autemobile 23 T3 0ther
12. T3 Other vehicle LAW ENFORCEMENT
24. C3O Building
25. 0 vehicle
26. L3 Other

QTHER TARGETS

21.C3JrBl

28.C ) Fire department

28,23 School facility

30.2) Person

31.07 Power facility

32.C7 Other public ulility

33.03 Recreation facility

34.C1 Construttion site or equipment
35.C0 Postal facility or equipment
35.C Church

37.C3 Military facility

38.C0 Hospitat or medicat lacility
39.C Newspaper facility

40.03 International establishment
41.C2 Open area

42.00 Unknown {premature detonation)
99,3 Other {specify!



X. Was Incident Preceded by Threat or Warning?

1. &=INo

2 [T Yes (lf “ves™ check appropriate categoy)

WRITTEN

a [ Mailed
p CJ uynmaited (r2.. note, 2c.)”

SPOKEN

¢. = Telephone
d. T3 Personaily -
e. T Other (specifyl -~

RS

L. 11 PRECEDED by Threat-or Waming, Who Received

3 el
T Other Law Entorcement Agency

1
2.
3. [T Naws Media

17 (check only if precegeg)
4. 3 Employee

5. 03 Victim

6. T Other (specify)

M. Appears to Invoive
1 T luvenile
2. T Rachsteer
3 3 Acquainiance/Relative
4 3 Labor Organizational Member
§ T3 Extremist (Foreign)

6. T3 Extremust (Political)
7. 27 Extremist (Racial),

8. Unknowm .. .

9. C Other (specify)_____

N. Apparent Motive
1 Z= Personai Animosity
2 == Mone'sy Gam
C= intimid3tion
™ Mischie!
=) Publicity

= Revenge

o O e

7. T2 Sabotage/Subversion
8 3 Protest : -

g D vYandahsm - - .
10.C3 Unknown

11.0773 Other (specity)

0. Disposttion of Device (complete only if device (iled to detonate. i.e.. sttempt. hoax. recovery)

1 3 Dismantied in place
2 T Detonated in piace

3. = Taken to safe area and dismantied

4 [0 Taken to safe area and detonated
5. 3 Other (specify)

P Personnel invoived in Disposition of Device (complete only if device failed to detonste, ie., attemp!, hoax, recovery)

i = Traineg technician
a T3 Pubbe Safety
b. T Military

2. =5 Other (specify)

¢ =3 Combination miltary/public safely

Q. FBI Participation (check if applicadie)
FB! investigated 3s.
1 T Bomb threat (section 8433
20

3 T3 paw
4 3 Other {specity)

R. Subjscts Identitied
1. No
2. 20 Yes
Total

{aumber)

S. Brief Narrative Statement (bnef gescription of device and cirzumstances of incident)

1. Usual Properties or Characteristics of Device (comprete only if 3opicable)



A

<‘ . . . B LT LN - e ae . . . _
KSAR & EXPLOSIVE/ARSON TMCIDENT REPORTS FORMAT
™: _ATF Bosten District
TQ: - Chief, < . pivision (ENTER APPROPRIATE DIVISION
. . FTREARMS, EXPLOSIVZS, ETC.)
ATTN: SAC, Branch  (ENTER.APPROPRIATE BRANCEH)
SUBJ: KSAR Signi:‘icant/Sensitive Report ( )
Explosives/Arson Incident Report ( )
(a) Incident: {(BRIEF ZXPLANATION OF CIRCUMSTP_NC’_.’S, STUCEZ AS ARREST,
SZARCE WARRANT, TEXSLOSIVES RECOVERY, ETC.)
(8) Date of zacident:  (BB) _Time of Incident:
(C) MaZsor publicitv: NO ()
vzs ( y; M=DIA INQUIRIES ) PRESS REILZASZT {
(D) ) I ENTZR APP‘_ROPRI}.TE'. TNVESTICATION NUMEZ.
(DD} Mcnitor Number: (ENTER EQS MONITOR NUMBER, IF
ASSTGNED, IT NOT - EINTER N/A)
(Z) rLocaztiom: (ENTER LOCATION WEZRET INCIDENT OCCURRED)
(F) Special Agent: ENTER NaME OF S/A SUBMITTING)
(FF) Telephone Number: FTS/ (ENTZR FTS TZLEZPEONE NUMBE
(G) Sucject(s) Name/DOB: (ENTE2 SUBJECT(S) OF ARRIST, SZARCH WARRANT,
£2TC., IT UNKLNOWN, PUT UNKNOWN)
(GG) Rddress: (ENTZR SUBJECT (S) ADDRESS(ZS). If UNRNOWN, PUT UNKNOWN.
IT MORE THAN ONZ SUBJECT, LIST EaCE SEPARATELY)
(GGG) Prior Criminal Record: (CONV]ECTIONS/APRESTS/REPUTATION IF KNOWN.
.. IF UNKMNOWN, FPUT UNENOWN.)

.- —
o, —— -

few e e = - e . e S0 8 W= e g gt ST o .
3



.
»

(&7 Current Venue: (ENTER APPROPRIATE. FEDERAL JUDICIAL DISTRICT)

-

(HE) . Charges: (ENTER-NARRATIVE DESCRIPTION OF APPROPRIATE FEDERAL

AND/OR STATE CHARGES.)

-

() Otkher Agencies Tnvolved: (LIST AS APPROPRIATE)

(F) Property in Custody: (ENTER FROPERTY TAKEN INTO ATF CUSTODY ONLY)

OR EXPLO_SWE/A.RSON REPORTING* * x *
FICANT/SENSITIVE REPORTING* * * *

*x * = *xITEMS (X) TEROUGH (W) ARE F
*+ = = =*MAY BE DELETSD FOR KSAR SIGNI

Br,EASE COMPLETE ALL ITIMS - ENTE'.R N/A IF NECESSARY

TITEER INDIVIDUAL OR SROPZIRTY)

(X) Victim/Target: (MAY BE

(XX) Owner (£ known):

(L) Extent & Date of ATF Involvement:

(LL) NRT Used: NO ( ) YES ( ); Details:

(M) I.D. of Person(s) Killed/Injured: (NAME/ADDR=SS/DOB, IF KNOWN)

(MM) Extent of __Injuries: (AS APPROPRIATE)




(#° Warning: No ( ) YES ( ); Details:

-

(IF KNOWN OR APPARENT)

(0). Motive:

-

(?) Metaod of Delivery: (APPLIES PRIMARILY TO BOMBING/ARSON INCIDEN

(Q) Methoé of Imnitiation:

(QQ) Device Components:

(R) Magazine Type: (ENTER DESCRIPTION)

(RR) How Was ExtIy Made: (AI‘.-" KNOWN OR APPARENT)

(S) Licernsee/Permitee: NO ( ) YES ( ):; Numper:

(IT XNOWN)

3
g
®
[0}
th
)|
]
d
'—J
0
[7}]
'—J-
<
®
~
»
0
0
M
'—l
[}
E
(a3

(T) Quantity and

(g) Monetary Amount of Loss: (VALTUE OF FROPERTY, TXSLOSIVES, ETC.)

(v) Perscu/Agency Notifying ATF and When:

(w) FBI Notified: NO ( ) YES ( ); NAME, DATE AND BY WHOM:




(¥ Narrative; (GIVE CONCISE BUT COMPLETE DESCRIPTION OF INCIDENT)

- : R I
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TABLE XI.--OTHER EXPLOSIVES INCIDENTS, 1987-91

ol 1987 1988 | 1989 | 1990 | 1991 [5-YEAR TOTAL

[DRUG-RELATED EXPLOSIVES INCIDENTS

BOMBINGS 4 25 47 45 40 161

ATTEMPTED BOMBINGS 2 15 6 9

INCENDIARY 1 17 16 22 EXHIBIT

ATTEMPTED INCENDIARY 0 2 2 = I

TOTAL 7 32 81 74 72 D

KILLED 1 4 13 1 2 Tansizs.

INJURED 18 21 17 13 2 91

PROPERTY DAMAGE $1,000,000 $299,500 $701,800 $4,487,400 $287,050 $6,775,750

RECOVERED EXPLOSIVES INCIDENTS 26 103 158 143 166 596
POUNDS OF EXPLOSIVES 224 384 877 8033 973 10491
NUMBER OF DETONATORS 116 255 417 623 584 1995
GRENADES 0 38 91 143 90 362
SIMULATORS 3 13 25 53 23 117

ILLEGAL FIREWORKS EXPLOSIONS ,
EXPLOSIONS 5 3 2 2 2 14
KILLED 1 1 3 1 0 6
INJURED 8 2 19 2 6 37
PROPERTY DAMAGE $151,000 $195,000 $1,000,000 0 $20,000 $1,366,000

LEGAL FIREWORKS EXPLOSIONS
EXPLOSIONS 6 3 2 4 3 18
KILLED 2 1 2 2 3 10
INJURED 31 s 1 12 4 53
PROPERTY DAMAGE $11,000 $145,000 $2,000 $1,058,000 $7,000 $1,223,000

OUTLAW MOTORCYCLE GANG

EXPLOSIVES INCIDENTS

BOMBINGS 11 16 7 8 10 52
KILLED 1 1 0 1 1 4
INJURED 11 1 3 8 6 29
PROPERTY DAMAGE $82,000 $90,200 $10,750 $100,000 $25,600 $308,550

RECOVERED EXPLOSIVES INCIDENTS 24 19 24 14 13 94
POUNDS OF EXPLOSIVES 336 232 55 32 7 662
NUMBER OF DETONATORS 15 14 40 30 4 103
GRENADES 9 0 17 2 7 35

INCIDENTS INVOLVING MILITARY

EXPLOSIVES AND/OR COMPONENTS

BOMBINGS 58 54 54 64 98 328
KILLED 7 2 1 0 1 11
INJURED 30 39 25 8 20 122
PROPERTY DAMAGE $56,850 $162,300 $58,300 $18,722 $22,800 $318,972

RADIO REMOTE CONTROLLED

EXPLOSIVES INCIDENTS 15 28 29 31 22 125

NUMBER OF BOMBING INCIDENTS WHERE

HOME COMPUTER BULLETIN BOARDS

WERE USED TO OBTAIN INSTRUCTIONS ON

MAKING BOMBS 1 2 1 4 3 11

MAILED BOMBING INCIDENTS

BOMBINGS 12 10 20 15 13 70
KILLED [} 2 2 0 1 b
INJURED 4 1 17 8 4 34
PROPERTY DAMAGE $3,030 $5,000 $10,000 $11,500 $150,250 $179,780
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SUMMARY OF EXPLOSIVE INCIOENT TYPES!

ACCIDENT NON CREMINALe.cee IN CURRENT PERIQD: 0, PREVIOUS PERIODS!? Os TOTAL VEAR TO DATE: 0 PERCENTS «00
ACCIDENT CRIMIMALse eososee [M CURRENT PERIOO: O¢ PREVIOUS PERICDS? 8¢ TOTAL YEAR TO DATEs 6 PERCENT? o0&
BOMB INGesesseccaccoasssene IN CURRENT PERIO0S O¢ PREVIOUS PERTIVOS? 88y VOTAL YEAR VO DATES o8 PERCENT? « 60
INCENOIARYcoseveceecsnssce {M CURRENI PERIDO: s PREVIOUS PERIODS? Oy TOTAL YEAR TO DATE: 9 PERCENTS «Q0
ARSONescesssenccocscensses LN CURRENT PERIOD: O+ PREVIOUS PERICOS? D¢ TOTAL YEAR 1O OATE: 0 PERCENT? «00
CAUSE AND ORICINess sencnse _n CURRENT PERIOO: Os PREVIOUS PERICODS: O¢ TOTAL YEAR TO OAVE: 0 PERCENTS «00
NON-DE TONATIONLTETVN2 oo [N CURRENT PER[OOD: O+ PREVIOUS PERIODS: $3, TAOTAL YEAR 30 OATE: 53 PERCENTS 36
HON—INCENDEARY . cevs anccsee IN CURRENT PERIDD: Qe PREVIOUS PERIODS: Os TOTAL YEAR TO DATE: 0 PERCENT: «00
STOLENcceeossnesess snavsce [N CUARENT PERICO? O+ PREVIOUS PERIOCOS? Oy TOTAL YEAR O DATE: Q PERCENTT «00
RECOYERYoo0cvacccccvsvscee IN CURRENT PERIOD!? Q. PREVIOUS PERLOOSS De TOTAL VEAR TO OATE: 0 PERCENT: . «00
THAEATccotosccaatvrvoaosse [N CURRENT PERIOD! O PREVIOUS PERIOOSS Os TOTAL YEAR TO OATE: 0  PERCENTES «00
HOAX coseecoscnccssse vavosse IN CURRENT PERICO: 0s PREVIOUS PERICDS: Os TOTAL YEAR T0 OATE? Q PERCENT: «00
SEIZUREcscocvasccssscaceos [N CURRENT PERLDD: 0es PREVIOUS PERICOS: O, T1OTAL YEAR TO OAVES 0 PERCENT: «00
TOTAL OF ALL INCIOEMTSH IN CURRENT PERIOD! 9y PREVIOUS PERIOOSE 147, TOTAL VYEAR TO DATE: 147 PERCENTS 1,00

oo.ooo..n.o.oo..oooooo.QQGUQQOQQ.oooooooo.oooooooooooaooooooooooooooo'.ooooooo-oonooonooo..noooooog09009o.o.naooooqoaDﬁ.oa..o.oooooo

SUMMARY OF JURISODICYIONS

AoTeFe IN CURRENT PERICO! D PREVIOUS PERICDS 9ls TOVAL YEAR TO DATE: 91  PERCENT:. 62
AeVeFe IN CURRENT PERIODE 0, PREVIOUS PERIOVS!H 23, TOTAL YEAR ¥Q DATES 23  PERCENT:,  olb
FoeBel. IN CURRENT PERIOD: 0, PREVIOUS PER100S: Oe TOTAL YEAR YO DATE: 0 PERCENT: 00
LOCAL P.D. IN CURRENT PERIOCD: Cy PREVICUS PERIOOS? 23, TOTAL YEAR TO OATE: 33 PERCENT: *22
BURe MIMEScioecccsamsossee [N CURREMT PERIODS Oe PREVIOUS PERIODS: 0s TOTAL YEAR TQ OATE: 0 ; PERCENT:: +»00
POSTALsesseesscvassnvaceas IN CURRENT PERICO: 3¢ PREYVIOUS PERJODS? O+ TOTAL YEAR TO DATES 0  PERCENTS #00
ALL OTHERcoceoroessovocsse IN CURRENT PERIODS 0¢ PREVIOUS PERIODS? Os TOTAL YEAR TO DATESR - 10 PERCENTS: “-00
TOTAL JURLISOICTIONS? 1IN CURRENMT PERIOD: 0s PREVIOUS PERLODS! 147+ TOTAL YEAR TO DAVE: 147 PERCENTS  1.00

2082088480020 80RREC RE 444 0408 ...QO...OQ'.Q...”.'.Q..Q.
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SUNMARY OF INJUREES
KILLEDccoossasscconsssacas IN CURRENT PERIOD: 0y PREVIOUS PERIODS: 14, TOTAL YEAR TO OATE: 14 PERCENT? 10

INJURED, enece « IN CURRENT PERIDD: 0y PREVIOUS PERICDS? 479 TOTAL YEAR FO DATE? A7 PERCENT: *32
uooo00oooooo.oonQﬂn09.....0.:.&0.00..0..QQ.oooooo.oooovo.....qo.o..cneo...c.onqcoo.oonooo;boooocio.cnoﬁooiooouoooocoo00.0.00’0.0000.

SUMMARY OF $ DAMAGES IN CURRENT PERIOOD: 2 PREVIOUS PERIODS: 2¢287+12% TOTAL YEAR TO DATE: 20287,12%
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